
2 

1/5/2011 UNCLASSIFIED – FOR OFFICIAL USE ONLY Version 01.01 

 

k



                                                                                      e-Profile User Guide                                                                              

 
08/28/2012 UNCLASSIFIED – FOR OFFICIAL USE ONLY Version 4.0 

2 

 

 

 
 

e-Profile 

User Guide 

Administrator 
 
 
 
 
 

August 2012 
  



                                                                                      e-Profile User Guide                                                                              

 
08/28/2012 UNCLASSIFIED – FOR OFFICIAL USE ONLY Version 4.0 

3 

 

Revision History 
 

Version Date Description 

4.0 August 
2012 

Incorporate changes from release 3.13.0 

3.0 March 
2012 

To incorporate changes from release 3.11.0 
Removed registration, browser requirements and user role 
information, incorporating into a new Getting Started User 
Manual 

2.0 June 
2011 

This version includes instructions for administrators for the e-
Profile application and the new functionality features with the 
follow on releases. 

1.0 March 
2010 

 

This version includes instructions for administrators and the 
new functionality features with the 3.5.3 release. 

   

 

  



                                                                                      e-Profile User Guide                                                                              

 
08/28/2012 UNCLASSIFIED – FOR OFFICIAL USE ONLY Version 4.0 

4 

 

Table of Contents 

1.0 INTRODUCTION TO E-PROFILE ......................................................................................................... 6 

1.1 BACKGROUND ................................................................................................................................... 6 

1.2 PURPOSE .......................................................................................................................................... 6 

1.3 APPLICATION COMPONENTS AND VALIDATIONS ....................................................................................... 6 

1.4 INTENDED AUDIENCE .......................................................................................................................... 6 

1.5 PREREQUISITES .................................................................................................................................. 6 

2.0   GET SYSTEM ACCESS ........................................................................................................................ 7 

3.0 ADMINISTRATION ............................................................................................................................ 8 

3.1 MANAGING USERS AND MODIFYING SCOPE ............................................................................................ 8 

3.1.1  Adding UICs to a User’s Account / Permissions .......................................................................... 13 

3.1.2  Adding Installation / Locations to a User’s Account / Permissions .............................................. 2 

3.2 APPROVING USERS ............................................................................................................................. 4 

3.3 USERS PENDING EXPIRATION ................................................................................................................ 5 

3.4 HIPAA CERTIFICATES ......................................................................................................................... 7 

 

 

Table of Exhibits 

Manage Users Function .................................................................................................................................. 8 

Manage Users Grid ......................................................................................................................................... 9 

Manage Users, Details .................................................................................................................................. 10 

Manage Users, Permissions Option .............................................................................................................. 10 

User Permissions List .................................................................................................................................... 11 

Current Permissions List ............................................................................................................................... 11 

Grant a permission ....................................................................................................................................... 12 

Select Scope .................................................................................................................................................. 12 

Add / Remove UICs ....................................................................................................................................... 12 

Add New UIC Option .................................................................................................................................... 13 

Select and Add UIC Option ........................................................................................................................... 14 

Save UICs to Users’ Scopes ........................................................................................................................... 14 

Manage Users Grid ......................................................................................................................................... 2 

Permissions Page, Adding New Region / MTF ................................................................................................ 2 

Select New Region / MTF ............................................................................................................................... 3 

Selected Region / MTF to Permissions ........................................................................................................... 3 



                                                                                      e-Profile User Guide                                                                              

 
08/28/2012 UNCLASSIFIED – FOR OFFICIAL USE ONLY Version 4.0 

5 

 

Welcome Screen, Users Pending Approval .................................................................................................... 4 

Approve Users Grid ........................................................................................................................................ 4 

User Details, Activate Account ....................................................................................................................... 5 

Rejecting An Account ..................................................................................................................................... 5 

Welcome Page, Users Nearing Expiration Option .......................................................................................... 6 

Users Pending Expiration List ......................................................................................................................... 6 

Extending User Account ................................................................................................................................. 6 

Pending HIPAA Certificates ............................................................................................................................. 7 

Set HIPAA Certificate Expiration Date ............................................................................................................ 8 

Approve HIPAA Certificate ............................................................................................................................. 8 

 

  



                                                                                      e-Profile User Guide                                                                              

 
08/28/2012 UNCLASSIFIED – FOR OFFICIAL USE ONLY Version 4.0 

6 

 

1.0 Introduction to e-Profile 

 

1.1 Background 

e-Profile is a application within Medical Operational Data System (MODS) suite which allows 

global tracking of all Army Soldiers who have been determined by the medical system to have a 

temporary or permanent medical condition that may render them medically not ready to 

deploy.    

1.2 Purpose 

This application provides a fully automated profile process, form DA Form 3349 entry to routing 

final profile to Commander.  It uses artificial intelligence to improve quality of profiles and 

enforces profile process standardization and quality control.  It increases communication 

between Commanders and Providers, helping to ensure Soldiers get corrective intervention, 

either medical care or board process.   

The application follows the Physical Profiling guidelines set forth in AR 40-501, Standards of 

Medical Fitness http://www.army.mil/usapa/epubs/pdf/r40_501.pdf. 

1.3 Application Components and Validations 
The e-Profile application consists of admin, profile, report, MEB, PEB, and MAR2 modules.  e-

Profile validates user’s access to different modules based on their user role.  For more 

information on the user roles and their access, refer to the e-Profile Getting Started User 

Manual. 

Please note the Help Icon, which is located on the right of every e-Profile screen.  This will direct 

you to the e-Profile Help Center, where the user guides, new release notes, etc. are located and 

available for download. 

1.4 Intended Audience 
This e-Profile User Guide is intended for the Administrators utilizing the e-Profile application. 

 

1.5 Prerequisites 
To access e-Profile, you must have an active Common Access Card (CAC).   All credentialed 

providers must successfully complete the Medical Profiling Course (Course number ‘081SDL10-

00CDL-0003’) before they can access system.  The system displays Instructions after registering, 

which are also included in the e-Profile Getting Started User Guide. 

http://www.army.mil/usapa/epubs/pdf/r40_501.pdf
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2.0   Get System Access 
 
To gain system access, you must have an active DoD CAC.  When accessing e-Profile for the first 

time or after your account has expired, you will need to complete the registration process.  

Please refer to the e-Profile Getting Started User Manual for steps on registering.  If you have 

questions regarding registering, please contact the Help Desk at (888) 849-4341 or medpros-

eprofile@asmr.com  

mailto:medpros-eprofile@asmr.com
mailto:medpros-eprofile@asmr.com
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3.0 Administration 
 

3.1 Managing Users and Modifying Scope 

The Manage User function allows the e-Profile administrators to approve, expire, modify 

permissions and perform other access management functions for users at their location. 

1. Hover over the Administrative Tab and click Manager users. 

 

Manage Users Function 

2. A list of users will appear.  Only the users you are responsible for managing will be listed.  

This is based on your role and / or UICs.  Use the filters to narrow or expand your search.  You 

can determine if the role is a parent or child role for those with multiple accounts.   If you can’t 

locate a user, please confirm the filters and check to see if they have been archived by clicking 

the Show Archived filter.  Contact the Help Desk at medpros-eprofile@asmr.com for assistance. 

mailto:medpros-eprofile@asmr.com
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Manage Users Grid 

3.  To approve, reject or expire an account, select the user and click Details.  You can also 

modify their role and update the Issuing Clinic information.  Use the dropdown in the Account 

Status to activate, reject or expire the account.  If rejecting an account, please include a 

comment.  An email will be sent to the user indicating reason for rejection, which will include 

your comments.  Don’t forget to click  after making changes. 
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Manage Users, Details 

Note:  Changing a User’s UIC through the Manage Users Detail function does not automatically 
include that UIC in all permissions.  Please use the permissions option to grant access to that UIC. 

 

4. To grant or remove permissions and/or add UICs or locations to a user’s account, select the 

user and click Permissions. 

 

Manage Users, Permissions Option 

5. A list of all permissions will be displayed.  Check marks will identify which permission have been 

granted.   Please note some permissions will be restricted to specific roles.   
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User Permissions List 

6. Use the  link to get a listing of the user’s current 

permissions.  This is extremely helpful if a user has access to multiple locations or UICs. 

 

Current Permissions List 
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7. Select the checkbox to grant a user access to that permission.  If the user already granted, 

but you need to modify their scope (i.e., add location or UIC) , click Scope. 

 

Grant a permission 

8.  The available scopes will be displayed.  In this example, we will be adding a UIC to the 

Commander Review permission for a Unit Commander.  Click Next. 

 

Select Scope 

9. The list of current UICs (or locations, depending on the user and scope selected) the user has 

access to will be displayed.  You can add or remove UICs.  Click Complete when done. 

 

Add / Remove UICs 
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3.1.1  Adding UICs to a User’s Account / Permissions 

 

1. If you need to add UICs to all permissions, use the Add New UIC option on the Manage 

Permission page.  Click . 

 

Add New UIC Option 

2.  The Select UIC box will be displayed.  You can search for UICs, selecting those that are 

needed for this user.  Click . 
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Select and Add UIC Option 

3. After selecting the UICs to add, click .  The UICs will be added to all granted 

permissions.  Please note that you will only be able to add UICs that you as an administrator 

have access to. 

 

Save UICs to Users’ Scopes
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3.1.2  Adding Installation / Locations to a User’s Account / Permissions 

 

There are some cases where users need access to multiple installations or states.  Based on the 

administrator’s access, they will now be able to add the installation, state or command to all 

granted permissions in a single session.   Please note the administrator would need to access to 

the installation before it can be added to another user’s account. 

1. Hover of Administrative Tab and click Manage Users 

2. Enter user SSN or name information and click ‘Apply’ 

3. Select user and click ‘Permissions’ 

 

Manage Users Grid 

4. Scroll to bottom of page and click  

 

Permissions Page, Adding New Region / MTF 
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5. The system displays a box of the MTFs/Regions.  Select the appropriate location and click Add. 

 

         Select New Region / MTF 

 
6. The system displays the selected locations.    Click Save or Cancel.  Once saved, e-Profile will 

save the added locations to all region-level permissions. 

 

            Selected Region / MTF to Permissions 
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3.2 Approving Users 

e-Profle provides the list of users pending approval for your location / UIC through the Users 

Pending Approval option.   

1.  Click the Users Pending Approval tab or link under the Action Items to get a list of all users 

pending approval. 

 

Welcome Screen, Users Pending Approval 

 

2.  A list of all users pending approval for your location  / UIC is displayed.  You can modify the 

filters to expand or narrow your search.  Select the user and click Approve.  

 

Approve Users Grid 

Note:  The pending approval list only includes users at your parent location.  If you have access 
to multiple locations, you will need to use the Manage Users to activate accounts at the additional 
installations. 
 

3.  The User Details page is displayed, allowing you to Activate or Reject the Account.  You can 

modify the role if needed before activating.  You can also change the expiration date if needed.  

Please remember to click Update. 
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User Details, Activate Account 

 

4.   Select the Rejected from the drop down menu if the account needs to be rejected.  Enter a 

mandatory comment detailing the reason for the rejection.  Click Update.  An email will be sent 

to the user with the justification of why the account was rejected. 

 

Rejecting An Account 

3.3 Users Pending Expiration 

e-Profle provides the list of users pending expiration for your location / UIC through the Users 

Nearing Expiration option.   

1.  Click the Users Nearing Expiration tab or link under the Action Items to get a list of all users 

whose accounts are nearing expiration. 
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Welcome Page, Users Nearing Expiration Option 

2. A list of all users whose accounts are nearing expiration is displayed.  You can modify the 

filters to expand or narrow your search.  Select the user and click Edit.  

 

Users Pending Expiration List 

Note:  Users whose accounts are within 30 days of expiration will be listed. 

 

3. The User Details page is displayed, allowing you to extend or otherwise modify the expiration.  

You can also make other changes, just has modifying the role.  Enter in the new expiration date 

or use the calendar  icon.  Please remember to click Update. 

 

Extending User Account 
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3.4 HIPAA Certificates 

All National Guard and Army Reserve users must upload their HIPAA and have it approved prior 

to gaining access to the system.  Active Army can post and approve the HIPAA, but the system 

will not monitor compliance or deny access if a valid HIPAA does not exist in system. 

Note – current the managing of certificates must be handled through the Manager Users 

feature. 

1. Select the user and click Details.  The User Details page will be displayed.   

2. Click the Pending HIPAA Certificates bar.  A list of the pending HIPAA Certificates for that user 

will be displayed.   

 

Pending HIPAA Certificates 

Note:  If the user uploaded multiple copies, you will only be presented with the latest. 
 

3. Click Review Latest.   A screen will be returned, displaying the HIPAA certificate.  Please take 

special note of the Completion or Expiration Date.   Enter in the Expiration Date or use the 

calendar icon.   The expiration date must be within one year of the documentation date and 

coincide with the HIPAA expiration date. 

 

The HIPAA certificate expiration date is tied to the users account expiration.   The account 

expiration cannot extend the HIPAA certification expiration date. 
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Set HIPAA Certificate Expiration Date 

4. Once the expiration date is entered, click Approve. 

 

Approve HIPAA Certificate 

 


